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ABSTRACT 
E-commerce experienced significant growth with the introduction of the 

internet, removing national barriers in trade transactions. Ease of internet 

access has led to an increase in the consumer base in e-commerce, driven by 

factors such as practicality, efficient payment systems, time efficiency, and 
attractive promotional prices offered by online businesses. Despite these 

clear advantages, concerns have arisen regarding the responsibilities of 

online companies towards e-commerce consumers due to the large number 
of such companies. The Trade Act 2014 (Trade Act) and the Consumer 

Protection Act 1999 (Consumer Protection Act) serve as guiding principles 

for businesses engaging in various forms of commerce, including 
conventional and e-commerce transactions. The rapid growth of e-commerce 

transactions demands strict supervision from the government to ensure 

proper implementation. 

Keywords: E-Commerce, Trade Law, Consumer Protection Law 

 

INTRODUCTION 

In the modern era, online buying and selling transactions have become 

commonplace. Almost all countries have consumers who actively carry out online 

buying and selling transactions through platforms such as Bukalapak, Lazada, Zelora, 

Olx, Shopee, Alibaba, Tokopedia, and many others. Conventional offline transaction 

systems are considered to no longer meet the needs of consumers, who now prefer to 

shop without having to leave the house or office, just by using a computer or cellphone 

screen, connecting to the internet, and opening an online shopping site. 

The E-commerce phenomenon in Indonesia has been known since 1996, when 

the site http://www.sanur.com appeared as the first online bookstore at the University of 

North Sumatra. Even though it was not very popular at first, various E-commerce sites 

began to appear in 1996. However, between 1997 and 1998, E-commerce in Indonesia 

experienced a decline in activity due to the economic crisis. However, from 1999 until 
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now, E-commerce has increasingly attracted the attention of Indonesian people thanks 

to technological advances (Mantri, 2007).  

According to Article 1457 of the Civil Code, sale and purchase is an agreement 

in which one party promises to hand over an object and the other party promises to pay 

the agreed price. Abdulkadir Muhammad defines a sale and purchase agreement as an 

agreement in which the seller agrees to transfer ownership of goods to the buyer in 

exchange for money which is called the price. 

E-commerce was born through sales and purchase contracts that occur 

electronically between sellers and buyers. Law Number 11 of 2008 concerning 

amendments to Law Number 19 of 2016 concerning Information and Electronic 

Transactions (ITE) regulates E-commerce buying and selling transactions. Article 18 

paragraph 1 of the ITE Law states that electronic contracts have the same legal force as 

conventional offline contracts (Abdulkadir, 2020).  

Even though shopping online provides convenience, consumers need to be 

careful of online fraud that can harm them. One risk is that a buying and selling 

transaction is unsuccessful even though payment has been made. This lack of clarity can 

cause uncertainty about what consumers expect. Apart from that, it also provides 

opportunities for abuse by e-commerce platforms to implement provisions that are 

detrimental to consumers. Therefore, consumers need to pay attention to the seller's 

reputation (rating) before shopping online, even though the price may be cheaper than in 

a physical store. 

Online buying and selling transactions have risks, such as defects or non-

conformity of goods. Therefore, it is important for the seller to be responsible and make 

a sale and purchase agreement that is fair for both parties. One solution is to enforce a 

guarantee in accordance with the agreement. Information about return and warranty 

provisions must be transparent because this relates to handling claims submitted by 

consumers. In this condition, it is hoped that consumers can submit warranty claims for 

replacement or repair of non-conforming products, and ensure that the time for handling 

warranty claims is fast and efficient so that consumers feel 

Dispute resolution in online transactions can be complicated and slow, causing 

high costs and draining resources. Although justice agencies could be an option, the 

arbitration and alternative dispute resolution laws of 1999 created a quicker solution. 
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This is due to the difficulty of law enforcement in the context of domestic and cross-

border e-commerce businesses. So it is not uncommon for e-commerce businesses to 

operate in many countries. This condition creates obstacles in enforcing contract law if 

there is a dispute between countries within consistent legal rules, so that the dispute 

resolution process becomes hampered. 

This research aims to provide a deeper understanding of how these regulations 

can protect consumers in online transactions. The focus includes analysis of E-

commerce contract provisions, legal enforcement regarding breach of contract, and the 

effectiveness of consumer protection in the digital business environment (Atikah, 2019). 

3 The objectives of this research include several aspects that are important for 

developing policies and improving security in the transaction process on e-commerce 

platforms. Some of the main objectives of the research involve: Assessing the 

effectiveness of legal protection in e-commerce businesses. Analyze the advantages and 

disadvantages in e-commerce business. Identify the latest challenges in e-commerce 

business. 

Findings from previous research highlight the urgency of protecting contract law 

in the realm of e-commerce business, especially regarding consumer rights. For 

example, demands for consumer legal protection in e-commerce transactions are 

regulated by Law No. 11 of 2008 concerning Electronic Information and Transactions. 

These regulations cover the responsibilities of parties involved in e-commerce 

transactions, explaining the consequences of breaching obligations. Legal protection for 

consumers involves aspects such as liability, legal violations, and transaction 

regulations. In conclusion, legal protection is important to maintain a balance between 

consumers and business actors in e-commerce transactions. Therefore, the government 

and e-commerce business players need to continue to develop consumer protection laws 

to ensure security and convenience in online transactions (Apriyanti, 2014). The aim of 

previous research was also to examine legal protection for consumers in e-commerce 

transactions according to Islamic views. This study is able to contribute to the views of 

the Muslim community in understanding e-commerce. Meanwhile, the aim of the 

current research is to assess the effectiveness of legal protection in e-commerce 

businesses, analyze the advantages and disadvantages in e-commerce businesses, 

identify the latest challenges in e-commerce businesses (Bloom, 2003).  



Proceedings of Islamic Economics, Business, and Philanthropy, Volume 2, Issue 2, 2023 238 

 

Ana Nur Oktavia Mutamimah et al, Building Trust in E-Commerce: Legal Foundations for Effective 

The 2nd Annual International Conference On Islamic Economics, Business And Philanthropy (AICIEBP) 2023 

 

RESEARCH METHODS 

This research uses a literature study method with a descriptive-analytic 

qualitative approach or literature review. The literature study method is a series of 

activities related to collecting library data, reading, taking notes, and processing 

material for writing. This literature study approach focuses on writing results related to 

the topic discussed. The topic of the problem in this paper is "Contract Legal Regulation 

in E-commerce Business: Consumer Protection Perspective." In this section, an analysis 

of the theories and concepts applied is carried out based on available literature, 

including books and articles published in scientific journals. In this way, the author can 

easily overcome the problems he wants to research and facilitate the reader's 

understanding of the topics discussed (Wariati, 2014). 

  

THEORETICAL FRAMEWORK 

This theoretical foundation leads to an in-depth understanding of how contract 

law is regulated in E-commerce businesses with a focus on consumer protection. From 

basic contract law theory to more complex E-commerce regulations, an understanding 

of consumer rights, the influence of technology, international aspects, and dispute 

resolution methods forms a comprehensive framework. 

E-commerce businesses require careful organization to maintain a balance 

between speed and convenience of transactions with adequate protection for consumers. 

Consumer protection is not just about legal rights, but also about giving consumers 

confidence that online transactions are a safe and fair process. 

As technology continues to develop, legal regulations and consumer protection 

in E-commerce businesses must continually adapt to meet new challenges. In-depth 

research into this theoretical basis is important to understand the dynamics and identify 

potential improvements in the legal regulation of contracts in E-commerce (Rohendi, 

2014). 

 

RESULTS AND DISCUSSION 

Legal Protection for E-Commerce Transactions 

 Development and economic growth in the national industrial and trade sectors 

have produced various kinds of goods and services that can be consumed. With 
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globalization and free trade supported by advances in telecommunications technology, 

the flow of transactions for goods and services is increasingly expanding. As a result, 

the market offers a variety of products from both foreign and domestic production. This 

situation provides benefits for consumers because they have more choices of goods and 

services according to their desires and abilities. 

 However, on the other hand, this situation can cause an imbalance between 

sellers/business actors and buyers/consumers, with consumers being in a weaker 

position. They are the target of business activities that aim to obtain maximum profits 

through promotions, sales methods, and the implementation of standard agreements that 

may be detrimental to consumers. Consumer protection, as explained in Article 1 

number 1 of Law Number 8 of 1999 concerning Consumer Protection, is an effort to 

provide legal certainty and protect consumer rights. Az. Nasution defines consumer 

protection law as a set of principles and norms that regulate and protect consumers in 

the context of the provision and use of products (goods/services) between providers and 

users, in the context of social life. 

 According to Johanes Gunawan, legal protection for consumers can be carried 

out before or after a transaction occurs. There are two approaches that can be used to 

protect consumers, namely: 

1) Legislation: Involves legal protection for consumers before a transaction occurs. 

This is done by providing protection to consumers through established laws and 

regulations. The aim is for consumers to obtain protection before a transaction 

occurs, with the existence of boundaries and provisions that regulate the 

relationship between consumers and business actors. 

2) Voluntary Self-Regulation: This is a form of legal protection for consumers 

before a transaction occurs. In this case, business actors are expected to 

voluntarily make regulations for themselves to be more careful and vigilant in 

running their business. 

 Legal protection for consumers after a transaction occurs can be carried out 

through the District Court or Consumer Dispute Resolution Agency, according to the 

choice of the parties involved in the dispute. 

 The consumer rights recognized to date originate from the development of 

consumer rights which were formalized in UN resolution Number 39/248 of 1985 
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concerning consumer protection. In Indonesia, these rights are implemented through the 

Consumer Protection Law no. 8 of 1999. These consumer rights include comfort, 

security and safety in consuming goods and/or services, the right to choose, the right to 

correct information, the right to be heard for opinions and complaints, the right to 

receive advocacy, protection and resolution. disputes, the right to consumer guidance 

and education, the right to be treated or served correctly and honestly and not 

discriminatory, the right to receive compensation, compensation and/or replacement if 

goods and/or services do not comply with the agreement, as well as other rights that 

regulated in law. 

 Apart from consumer rights, the Consumer Protection Law also regulates 

consumer obligations, the rights of business actors, and the obligations of business 

actors. In the context of online transactions (e-commerce), the protection of highly 

confidential electronic information becomes very important, and information security 

systems in computer technology play an important role. 

 An information security system has four very important fundamental objectives, 

namely: 

1) Confidentiality : Ensuring that the information sent cannot be opened or known 

by unauthorized parties. Especially for very important data, a high level of 

confidentiality is required, accessible only to individuals with access rights. 

2) Integrity : Guaranteeing the consistency and integrity of data according to the 

original, preventing irresponsible actions such as duplication and destruction of 

data. 

3) Availability : Guarantees that authorized users can access their own information 

and resources, ensuring that entitled people are not denied access to information 

that should be their right. 

4) Legitimate Use : Guarantees certainty that the source is not used by 

unauthorized or irresponsible parties. 

 In the context of online buying and selling transactions (e-commerce), payment 

methods are an important part of consumer protection. An effective, fast and reliable 

payment system is required. In contrast to direct cash or debit/credit card transactions, 

e-commerce payment methods involve electronic banking services. 
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In e-commerce transactions, where the parties involved do not meet directly via 

the internet, the rights and obligations belong to the seller/business actor and the 

buyer/consumer. Sellers are responsible for providing correct and honest information 

about the products offered to consumers. 

Implementation of e-commerce transactions must pay attention to the principle 

of prudence, security and integration of information technology systems, electronic 

transaction security control, cost effectiveness and efficiency, as well as consumer 

protection in accordance with statutory regulations. 

However, in practice, some e-commerce transactions rely more on the principle of 

trust rather than prioritizing the security of online transactions. Transaction security, 

such as guaranteeing seller/buyer identity, payment path security, and e-commerce 

website reliability, has not always been a primary focus in small to medium scale 

transactions. YLKI (Indonesian Consumers Institute Foundation) recorded high levels 

of consumer complaints regarding e-commerce and online transportation services in 

2017. Personal data protection is one of the aspects that consumers complain about most 

in online buying and selling transactions. Even though the Indonesian Ministry of Trade 

has launched a one-stop consumer complaints service, the need for stronger regulations 

in online transactions is still a concern, and the absence of clear regulations is an 

obstacle in providing optimal protection to consumers (Fista, 2023).  

 

Advantages and Disadvantages of E-Commerce Business 

Benefits of E-Commerce Business 

 According to Martinsons (2008), e-commerce has a number of significant 

advantages. One of the benefits is the globalization of markets, where the internet 

allows the exchange of commodities and information without time and space 

limitations. Anyone can use e-commerce services to start an e-business at any time, 

enabling business expansion throughout the world and enabling consumers to purchase 

products of their choice. Another advantage is that requests can be adjusted 

(personalized demands). In an e-commerce environment, customers can realize more 

desires regarding products or service quality. Technological innovation also enables the 

automation of business processes, providing customers with a more convenient 

experience. Business integration is another aspect emphasized by Martinsons. E-
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commerce can reflect the integration and unification of business processing, arranging 

work procedures in a more orderly manner, and utilizing human and material resources 

efficiently. This can also help companies build close partnerships with downstream 

industries. 

E-commerce trends will change along with developments over time or increasingly 

sophisticated technology and market needs. There are several recent trends currently, 

including the use of AI, mobile commerce, machine learning and the use of chatbots and 

virtual assistants to improve the quality of customer service. 

At this time, e-commerce businesses can collaborate with influencers on social 

media platforms to promote products to the wider community. E-commerce businesses 

can sell the products they have directly via social platforms such as Instagram and 

TikTok by utilizing the features available on TikTok and Instagram. 

This trend in using new technology in e-commerce shows that e-commerce 

businesses are highly recommended to keep up with the times and technology. By 

capitalizing on this trend, e-commerce businesses expand their market reach and 

improve operational efficiency. Therefore, e-commerce business people must follow 

current trends or developments and make the latest innovations in order to improve their 

business. 

 E-commerce also brings equal business opportunities, not only for large 

companies but also for medium and small class companies. With an open market, huge 

expenditure on advertising and marketing is not necessary. Medium and small 

companies can easily gain profits through internet access. The revitalization of 

traditional commerce by e-commerce is also described, with its ability to transcend 

boundaries of time and space. E-commerce provides small businesses with the 

opportunity to expand their market without significant hardship in financial or 

organizational resources. E-commerce organizations are also more dynamic without the 

need for a massive organizational structure. 

 Powerful technology supporting transactions in e-commerce allows companies 

to understand the market better and respond more quickly to customer behavior. E-

commerce platforms facilitate the collection of statistics on customer behavior, 

purchasing preferences and company interactivity, increasing connectivity and 
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competitiveness in the market. With e-commerce, customers also have greater power, 

increasing the level of competition in the market. 

 An online shop business that focuses on selling health and beauty products can 

be a very profitable business thanks to the various advantages provided by e-commerce. 

These advantages include: 

 

1. Wide Customer Reach: With the e-commerce platform, online shop 

owners can promote and sell their products to customers throughout 

Indonesia and even throughout the world, without the need to open 

physical branches in various locations. 

2. Operational Cost Efficiency: E-commerce allows the reduction of 

operational costs such as shop rent, electricity costs and employee 

salaries. This can result in more competitive product prices, increasing 

the competitiveness of online stores. 

3. Greater Product Variety: E-commerce platforms give online store owners 

the flexibility to offer a variety of health and beauty products with a 

variety of brands and types, giving customers greater choice. 

4. Easy Stock and Inventory Management: By using an e-commerce 

platform, stock and inventory management becomes more efficient. 

Online store owners can easily monitor stock levels and track products 

sold. 

5. Ease of Transactions: E-commerce provides a variety of payment 

methods, including bank transfers, credit cards, and e-wallets, giving 

customers flexibility in choosing the payment method that best suits their 

needs. 

In the online health and beauty shop business, success and profits also depend 

on product quality, customer service, and pricing policies that are appropriate to the 

market. By taking advantage of the advantages offered by e-commerce, online store 

owners can increase their competitiveness, expand their market, and ultimately increase 

the profitability and success of their business. 

 

Disadvantages of E-Commerce Business 
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E-commerce services are not free from weaknesses, which indicate that there are 

obstacles in the system. This requires caution from users when making transactions on 

e-commerce platforms. Some of the disadvantages of e-commerce include: 

1. Security Issues: The main and most significant drawback in e-commerce is 

the issue of security. Fraud and fraudulent transactions often occur, giving 

rise to various security issues. Cases of fraud, such as goods that do not match 

the description or are never even delivered, are events that often occur in the 

use of e-commerce. Efforts to avoid this risk can be done by researching 

reviews from previous customers about the online shop. E-commerce security 

is increasingly becoming a serious concern, especially with the existence of e-

wallet systems, which can store users' money and potentially face the risk of 

losing their balance for no apparent reason. 

2. Product Mismatch: Another drawback of e-commerce is that often the 

product received does not match the order. This condition arises because 

buyers cannot see the goods directly when shopping online, causing 

uncertainty regarding the suitability of the product to expectations. Errors in 

product delivery can occur due to misunderstandings between the seller and 

the buyer, especially regarding the size or condition of the goods. To avoid 

this problem, good communication before the transaction can help ensure 

clarity regarding the details of the product to be purchased. 

Unexpected Losses: The success of an online store on a platform can be 

disrupted by fraudulent acts or major incidents from other stores on the same platform. 

This can result in a decrease in consumer trust in the platform and automatically affect 

the reputation of other online stores on the platform. This weakness includes unexpected 

losses because the main cause of the loss may come from parties not previously known. 

Therefore, it is necessary to consider these risks by creating online stores on multiple 

platforms, so that if one platform experiences problems, the store can still rely on other 

platforms. 

When using e-commerce, apart from paying attention to the advantages, it is 

also important to always be aware of the potential disadvantages. Choosing a platform 

with good security and communicating well before a transaction can help reduce risks 

and improve the online shopping experience. 
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Inattention to the quality of products sold and customer service can be a 

detrimental factor for online stores in the e-commerce realm. Some aspects that can 

cause losses to an online store business include: 

1. Unsatisfactory Product Quality: Poor product quality or not meeting customer 

expectations can be a serious problem. With customers only able to see images 

and product descriptions online, online store owners must ensure that the 

product representation matches its actual quality. If a customer is disappointed 

with the product they received, this can have a negative impact on customer 

loyalty and can create negative reviews that are detrimental to the business's 

reputation. 

2. Poor Customer Service: Unsatisfactory customer service, such as unfriendly 

service or slow responses to customer questions, can make customers feel 

dissatisfied and underappreciated. This can cause customers to be reluctant to 

make further transactions with the online shop. 

3. Delay in Product Delivery: Delays in product delivery can disappoint customers 

and reduce the level of trust in the online store. If the product does not arrive 

according to the promised delivery time, customers may lose trust and 

satisfaction with the online store. 

4. Uncompetitive Prices: Offering prices that are not competitive compared to 

other online stores selling similar products can make customers choose to shop 

elsewhere that offers cheaper prices. 

Neglected Security and Privacy: Lack of attention to customer security and 

privacy, such as the absence of SSL certification to protect personal information, can 

create customer discomfort and distrust in the security of online transactions. 

Thus, online store owners need to pay special attention to product quality, 

customer service, competitive prices, and customer security and privacy. Failure to do 

so can harm the online store's business and have a negative impact on the overall 

business reputation. 9 

3) Challenges in E-Commerce Business 

Apart from opportunities, there are also several challenges in the e-commerce 

business, namely e-commerce regulations which are able to provide security in carrying 

out buying and selling transactions for goods and services. Security guarantees during 
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the transaction process must be transparent and socialized, this is because the process of 

buying and selling goods and services occurs only through an internet connection. Trust 

is the main factor that encourages consumers to make buying and selling transactions 

using only the internet network. This is in accordance with what McKnight (2008) 

stated, namely that security in e-commerce transactions is very important because it 

affects consumer trust. 

Another challenge in e-commerce is related to payments, consumers feel unsure 

about making payments online for fear of fraud, where currently cybercrime cases in 

Indonesia are still high. There are several aspects to ensure security in e-commerce 

activities, namely authorization, authentication, integrity, confidentiality, availability, 

non-repudiation and privacy. Authorization relates to the authority of the person 

carrying out the transaction. Authentication means that the transaction carried out is 

genuine, to ensure whether it is genuine or not, that is by using a digital signature. 

Integrity is a transaction that is accepted as desired without any changes. Confidentiality 

is a guarantee that data used in e-commerce transactions can only be accessed by 

interested parties. Availability means guaranteeing the availability of official access to 

information. Meanwhile, privacy is the confidentiality of consumer information, 

regarding consumer personal data that cannot be disseminated to outside parties 

(Ratnasingham, 1998). Until now, the laws governing the protection of consumer 

personal data in e-commerce businesses are still in the form of ministerial regulations 

and the Information and Electronic Transactions Law (UU ITE) which are not adequate 

to regulate these issues. 

Another challenge in the e-commerce business is related to infrastructure and 

logistics. The rapid pace of e-commerce business activity has led to an increase in 

logistics demand. What needs to be considered is how to ensure that consumers do not 

feel disadvantaged in the e-commerce product delivery process, for example delays in 

delivery, product delivery errors and product damage. This happens because logistics 

standards are inadequate. Meanwhile, problems related to infrastructure are unequal 

infrastructure for internet access, this occurs because internet penetration costs are still 

relatively expensive (Thoyib, 2023). 
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CONCLUSION  

Clear contractual provisions based on consumer protection are very important in 

the e-commerce business environment. This not only creates trust between sellers and 

buyers, but also provides a strong legal basis to protect consumer rights and security in 

online transactions. Thus, the role of contract law in e-commerce business is not only as 

formal regulation, but also as an effective means of creating a fair and sustainable e-

commerce environment. E-commerce businesses must be able to design the right 

strategy to overcome the challenges and risks they face and increase customer trust and 

satisfaction. 
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